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Abstract: Radio frequency identification systems are used in several applications for the
unique recognition of objects. Due to the remote communication, malicious agents can read,
alter and copy the transmitted information to damage the system. Therefore, researchers have
created several protocols to protect these communications employing cryptographic techniques .
Recently, Baashirah and Abuzneid proposed a serverless RFID authentication protocol (SLEC)
based on elliptic curve cryptography to secure communication in RFID systems. Nevertheless,
it has security vulnerabilities and its scalability is faulty. This work presents a comprehensive
analysis that discusses the State of the Art of cryptographic applications in RFID systems and
points out the SLEC protocol security and scalability issues.
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1. INTRODUCTION

The radio frequency identification (RFID) systems are
employed for uniquely object identification through radio
frequency. They consist of tags, readers and a subsystem
for data processing and storage. The tags are attached
to objects and store the data, such as their IDs. Tags
can be classified as active, in case an energy source is
incorporated, or passive, if they are energized by the
reader’s magnetic field. Active tags are more expensive,
but they can reach distances as far as a hundred meters.
The readers require data from the tags and send it to
the central subsystem (usually a back-end server) for
processing (dos Santos, 2006).

The electronic product code (EPC) is an universal stan-
dard for product identification developed since 2003 by
the EPCglobal Inc.. Tag identities can be discovered by a
serial number, a bar code or a RFID system according to
this standard as shown in Figure 1.

Currently, RFID systems are employed in many sectors
such as financial, transports, logistics, healthcare, pass-
ports and access control (dos Santos, 2006; Zelbst, 2012;
Ibrahim, 2017a). Nevertheless, the RFID systems have
many security vulnerabilities, because an adversary can
access the communication channel remotely to eavesdrop,
read or tamper the messages being transmitted (Akgun,
2015; Akgiin, 2015; Farzaneh, 2015a,b; Bilal, 2015). These
attacks can be classified as active, when the adversaries can
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Figure 1. Tag containing a serial number, a bar code and
an RFID tag

manipulate the transmitted data, or passive, when they
can monitore it.

A solution for this problem is cryptography. The crypto-
graphic objectives must be chosen according to the ap-
plication context. For example, if financial data is trans-
mitted, then many cryptographic schemes must be in-
corporated into the communication protocol to provide
confidentiality and integrity.

On the other hand, employing cryptography is related to
computational costs in a linear dependency. Therefore, as
a system requires more security, the larger the costs for
application management and hardware /software usage will
became.

In order to protect RFID systems from more attacks,
in 2019, Baashirah and Abuzneid proposed a serverless
RFID authentication protocol (Baashirah, 2019). They
claimed it could avoid replay attack, man- in-the-middle,
eavesdropping, impersonate attack, trace- ability attack,
desynchronization and denial of service but could adapt to
large scale systems. Nevertheless, in this paper, we show
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that their protocol is still vulnerable to attacks and has
scalability issues.

Thus, the main contributions of this work are: compre-
hensively analyze the State of the Art of cryptographic
applications in RFID systems and point out the SLEC
protocol vulnerabilities and scalability issues.

This paper is divided as follows, then Section 2 describes
the methodology and results of the bibliographic research
about this topic. In section 3, the SLEC protocol is
described and Section 4 its vulnerabilities and problems
are pointed out. Finally, section 5 concludes this work.

2. RELATED WORK

This section details the bibliographic research made about
the applications of cryptography in RFID systems.

2.1 Research methodology

Firstly, the bibliometric analysis was chosen as method
to analyze and quantify the related bibliography (FRE-
ITAS, 2000). Then, the Dimensions database was selected,
because it is commonly used for scientific productions,
indexes many renown journals and is multidisciplinary.

The data collection was made in April 2021 employing as
index terms “cryptography” and “radio frequency identifi-
cation” in titles and abstracts. It was not defined any time
range nor language filters, in order to recover all articles
which descriptors are in English.

As result, 196 publications were recovered between 2007
and 2021. One can observe that the number of publications
per year has grown as times goes by.

Then, these data was used as an input to the VOSViewer
tool to find the most frequent terms in the recovered
articles’ titles and abstracts, considering at least thirty
occurrences. After what, a map showing co-occurrence
links between terms was produced, as shown in Figure 2
and a map describing from which countries the researches
that have made more publications are (considering at least
seven publications per country) was made as shown in
Figure 3.
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Figure 2. co-occurrence map of related terms generated by
the VOSViewer
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One can observe from Figure 2 that the more frequents
terms are: security (122), protocol (117), tag (107), tech-
nology (89), system(84), attack (77), authentication (75)
and privacy (70).
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Figure 3. Countries from the researches that have made
more publications elaborated by the VOSViewer

One can observe from Figure 3 that the most prominent
countries are: China (46), United States (21), India (21),
France (10), Taiwan (9) and the United Kingdom (7).

2.2 Premises

The following premises were selected for the bibliographic
analyses:

e if the protocol provides confidentiality (1), integrity
(2) and/or mutual (M)/ unidirectional (U) authenti-
cation (3);

e if hash functions are employed (4);

e if elliptic curve cryptography is employed (5); if so, if

there is any optimization method for this algorithm

(6);

e if the protocol scalability was considered (7);

e if timestamps were employed (8);

e if the transmission of more data than only the tag id
was considered (9); and

e if the protocol is resistant against the following at-
tacks: DoS (10), Replay (11), Impersonate (12), Man-
in-the-Middle (13), tracking or tracing (14), desyn-
chronization (15) and cloning (16).

2.8 Results

Table 1 shows the results of X related work. The symbols
“T7 “F7, “?7 e “-” mean that the respective premise is true,
false, not informed or not applicable.

2.4 Discussion

All the researches considered have provided mutual au-
thentication and confidentiality to the RFID systems, but
only a part have shown attention towards integrity.

The scalability issue was considered in many works. It is
a research trend. It was considered as future work by Al-
Adhami, 2016. In some protocols, the back-end server must

DOI: 10.20906/sbai.v1i1.2640



Sociedade Brasileira de Automatica (SBA)
XV Simpobsio Brasileiro de Automacao Inteligente - SBAI 2021, 17 a 20 de outubro de 2021

Table 1. Bibliographic analysis about the State
of the art of cryptographic applications in
RFID systems

to generate the random numbers for that and instead of
the tag’s EPC, a pseudo-identity is used.

SLEC consists of three phases: initialization, authentica-
tion and renewal. It is based on the elliptic curve cryp-
tography, employing the Diffie-Hellman algorithm. It is
considered a serverless protocol, because the participation
of the server is unnecessary during the authentication step.

Table 2. SLEC protocol notation

Notation Description

G Additive group of prime order
in an elliptic curve

Zq Finite field

P Generator point

Ypros Tpros tpro

Ypub7 Rpuba Tpub

Server, reader and tag private
keys (r and t € Zg)

Server, reader and tag private
keys

X; Tag identity
G Group identity
Ts Timestamp
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make a linear search for the tag ID in the database which
causes scalability issues. One solution is to group the tags
as made by Mansoor, 2019 and Baashirah, 2018).

Hash functions, elliptic curve cryptography and times-
tamps were employed in some works.

Only two protocols made considerations about the trans-
mission of more data besides the tag ID.

The replay, tracking and Denial-of-Service were the most
important attacks in the security evaluations.

It was also identified that many protocols have not been
implemented, although their efficiency is evaluated by
means of estimating the number of operations and the
number of bits transmitted.

3. THE BASELINE PROTOCOL DESCRIPTION

This section reviews the baseline protocol of Baashirah and
Abuzneid proposed in the work“SLEC: A Novel Serverless
RFID Authentication Protocol Based on Elliptic Curve
Cryptography” (Baashirah, 2019) and describes its vul-
nerabilities. Table 2 introduces the notations used in the
SLEC protocol.

The baseline protocol aims to mutually authenticate RFID
tags and readers in a scalable network. For that matter,
tags groups must be created and each reader must receive
a list containing data about all tags in the group for which
it has access rights.

The tag and it group identities can be updated at each
session between a tag and a server. Therefore, tags must
store the current and last values of their group identities.
A pseudo random number generator (PRNG) is employed
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3.1 The baseline protocol initialization phase

The SLEC protocol initialization phase scheme is shown
in Figure 4.

1 - Generates a random number rprvi € zq
2 - Rpub1=rprvi * P
3-Mi=rprvi*Y

Ma. M2

Ms, Ma

4 — Recuperates TagListi = M3 - h(R’pub1,M1)

1— Generates a random number tprvi € 2g
2 - Tpub1= tprvi * P
3-M2=tprv1*Y

1 - Recuperates Rpubl e Tpubl
R'publ =y~ * M1

Ma T’publ=y™"* M2
M- 2 - Generates the tag data
Tagi:[Xi,Ts,Gki]
3 — Creates the tags list
Taglistk = [Tagi,...,Tagn]
M3 = Taglisti+ h(R’pub1,M1)
M4 = Tagi + h (T’pub1,M2)

4 — Recuperates Tagi=M4 - h(T’pub1,M2)

Figure 4. The SLEC protocol initialization phase

Firstly, reader and tag generate random numbers that shall
be used to create their private keys rpyy, tpry. After, their
public keys Rp,p and T}, will be created by multiplying
the private keys to the generator point. Then, the public
keys will be multiplied by the server public key, Y, and
sent to the server.

Then, the server will reply with the tag data: temporary
identity, timestamps and group identity. For the reader,
the server sends list of tags in its group.

3.2 The baseline protocol authentication phase

The authentication phase scheme is shown in Figure 5.

During this phase, the server is offline. Initially, the reader
generates new private and public keys 7pr2 and Rpupe.
After, it sends its group identity, its public key and a
timestamp encrypted to the tag.
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1 - Generatesarandom
number rpn2 € zq
1 - Validates M1 M. M 2 — Rpub2= rprv2 * P
3 - M1 h(Gu)
l"“"" 4—M2 = Rpub2 XOR Ts
2 —Generatesa
random number tpnz
€129
3 — Tpubo=tpr2 * P Ms,Ma 5 —Recuperates
4 — Recuperates T oua=r o2 * M3
R’pub2=M2 XOR Ts 6 - Validates M«
5 — M= Rpun2*torz
Ma=h(Xi,Rpub2, Tpub2,Gii) fvalid
6 - Xi=PRNG (X))
G=PRNG(Gq)
Tag is authenticated
Ms 7 = Ms = h(Xi, Roubz, T’ pus2)
J, falid 8 — Xi=PRNG (X))
Gi=PRNG(G)

‘ Reader is authenticated |

Figure 5. SLEC protocol authentication phase

After receiving these data, the tag verifies if the group
identity is the same as its own. If they are equal, then the
tag generates new private and public keys t,,y2 and Tpyp.
After what, it recuperates the reader public key.

In the sequence, the tag sends its new private key, mul-
tiplied by the reader public key, its public key and its
temporary identity. At the same time, the group and tag
identities are updated.

After receiving these data, the reader recuperates the tag
public key and validates its authenticity. Then, it updates
the values of the tag and group identity and send a new
message to the tag containing its new identity and public
key.

The relationship Rpup1 = y~ 1M, can be obtained through
the following steps:

Rpubl = Tprol * Pe

Y =y« P thenP =Y sy~ !

Rpupt = mpro1 Y y’l, then (1)
Rpubl *Y = Tprol * Y y_l *Y = Tprol * Y

My = 7rpro1 Y = Rpup ¥y, then

M * yil = Lipyp1 ¥ Y * yil = Rpubl

In an analogue way, the relationship Tpup1 = y~'Ms can
be obtained.

The renewal phase happens in case some secret informa-
tion is compromised. Then, tag and reader must commu-
nicate once more with the server to update their data.

4. EVALUATION OF THE BASELINE PROTOCOL

4.1 Security vulnerabilities

Some vulnerabilities that can be found in the SLEC
protocol are the following:

(1) Messages My and M, are not authenticated;

(2) As Baashirah et al have pointed out, the protocol
security depends on the server public key protection,
which is stored in all the tags and readers. If this
information is captured by an attacker, which could
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be the case in a compromise attack, then all the
protocol could be compromised;

(3) The protocol security depends on the security of
its PRNG that generates the private keys and the
tags/groups temporary identities. Nevertheless, the
authors didn’t evaluate the PRNG security. If an
attacker is able to deduce the PRNG sequence, then
the identities would be found and the system could
become vulnerable to personification and tracking
attacks; and

(4) SLEC needs to keep public keys as secrets, but
according to the concept of public key cryptography
they should be publicly available without risk to
security.

Those vulnerabilities could be explored by an adversary in
the following manners:

(1) The server public key can be found through the
message My by trying different timestamps, taking
advantage of probable known time intervals;

(2) If the reader public key is found and compromised,
then by intercepting M3 messages, the tags’ public
keys will be disclosured;

(3) Fake messages, equivalent to M; and Ma, can be sent
as a form of Denial-of-Service attack;

(4) An exhaustive search could be performed in order to
find the finite field and the generator point by sending
random numbers, until an authentication with the
server is succeeded; and

(5) The security evaluation about tracking attacks is
wrong because an adversary can still track the tags
by traffic analysis considering they transmit more
information after they answer the reader request.

4.2 Scalability evaluation

Besides the security vulnerabilities pointed out in the pre-
vious subsection, there is a scalability problem in the SLEC
protocol: the identities of the tag groups are updated
every session individually, then if one tag is updated more
times then the others, its identity will become a value
not recognized by the others. Then, the reader would only
authenticate the value of the group identity corresponding
to the tag that has been updated more times and this
value predecessor. Therefore, the values prior to these two
wouldn’t be considered as valid anymore and the other
tags wouldn’t be validated.

This should be corrected by making the update only
available for the entire group at once.

This process is shown in Figure 6. In this example, tag 1 is
updated four times. Then, the reader won’t authenticate
tags 2 and 3, whose group identity value is still the initial
one. As the group authentication is the first authentication
performed by the tag, then this problem would stop the
whole protocol run.

5. CONCLUSION
This work performed a study about the applications of
cryptography in RFID systems. After a bibliographic re-

search, their main cryptographic objectives identified were
confidentiality and mutual authentication.
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Authentication1 - Gk1
Authentication 2 — Gk2
Authentication 3 - Gk3
Authentication4 — Gk4

Gka ‘a
- | Authenti‘l #Gka |

Gk4

- Gk1 # Gk4

Figure 6. Scalability problem in the SLEC protocol

After the State of the Art analysis, the SLEC protocol was
evaluated and many of its vulnerabilities were found such
as the lack of authentication in some messages. Also, the
SLEC protocol has scalability issues when tags in the same
group are authenticated more times than others.

Future work will propose a new protocol based on the
solutions for the problems find in the baseline protocol
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