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Ecole Normale Supérieure Paris-Saclay

Gif-sur-Yvette

A new location since 
January 2020

30 km far from the 
center of Paris
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Ecole Normale Supérieure Paris-Saclay

Gif-sur-Yvette
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Ecole Normale Supérieure Paris-saclay

• Small size institution (about 2000 students of 
which 300 PhD students, 245 teaching & 
research staff, …)

• In charge of a specific mission : to train future 
French higher education professors and 
researchers

• 80% of students proceed with a PhD
• 150 international/exchange students in 38 

countries
• ……… 

Importance of research
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Paris-Saclay University

Since 2019 ENS PS is member of Paris-Saclay University

• 48 000 students (4100 PhD students, 275 labs, 8000 
researchers,13 000 publication/year, 100 startups 
created each year, 13% of research in France …)

• 1th French Univ. (13th rank - ARWU 2021 ranking)
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LURPA lab. / Automation Engineering team

Overall research issue : Dependable 
Control of Discrete event Systems

• Objective: to develop methods, models and tools that 
improve design, implementation and operation of mainly 
discrete control systems, so as to increase the overall 
dependability.

• Targets: from basic embedded logic controller to networked 
automation systems

• Application fields: critical systems (energy, goods 
production, transport, complex mechatronic systems, ambient 
assisted living)

• Keywords : DES, Synthesis, Verification/Validation, algebraic 
approaches, Diagnosis, ….
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X

time

2
X 6
X4
X1

X5
X3

e1 e2 e3 e4 e2 e5 e6 e7

t tj tk tm tn to tp

events

tli

State (discrete state of states)

State trajectory

Discrete Event Systems

A discrete Event System (DES) is a dynamic system that evolves 
in accordance with abrupt asynchronous occurrence of events

For example, an event may correspond to the arrival or the departure of a customer in a queue, the completion of 
a task of a machine in a manufacturing system, the transmission of a packet in a communication system ….

X={X1, X2, X3, X4, X5, X6} discrete space of states
Σ={e1, e2, e3, e4, e5, e6, e7} set of events
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Discrete Event Systems modeling
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events

State (discrete state of states)

Pb. : modeling of state 
evolution function

Finite Automata Petri nets
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Discrete Event Systems modeling
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Whatever the model used, DES modeling is difficult …

• Size of the state space to be managed

• Sequentiality, concurrency, synchronization … increase 
complexity of the models

…. despite lots of improvements of theory and technics:

• Extension of the semantics of models:

 Extended finite automata, Statecharts …

 Colored, labeled … Petri nets

• Compositional/hierarchical/distributed approaches of modeling

DES modeling remains difficult

Can identification be an alternative to “by-knowledge” modeling ?
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Systems of interest

I (j) O(j)

Systems of interest : Closed-loop automated DES

Closed-Loop Discrete Event System

Binary I/Os
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Identification: an experimental approach

I (j) O(j)

Discrete Event System

I/O Sequences

Passive (and partial) 
observationFirst step: system observation and data acquisition

Binary I/Os
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Postulates and assumptions

Identification 
algorithmI (j) O(j)

DES model

(Approximation)

Black box

Passive (and partial) 
observation

Discrete Event System
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Identification data base : sequences of binary I/O vectors captured during 
system operation

DES Identification by means of Finite Automata :
Problem Statement
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Rem.1: Several events associated to I/Os may occur in a same PLC cycle 
(general case!)

→ DES event paradigm has to be extended to I/O vector event

The goal of Identification is to express the observed sequences of I/O vectors 
as the words of a regular language which is generated by a Finite Automaton 
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Rem. 2: We don’t observe "naturally" a language: it has to be built from the 
database considering a parameter that characterizes the max. length of words

1

n
n i
Obs Obs

i

L W
=

=Observed language of length n:

A B Z “Symbols”

ABC Words of length n: n
ObsW

…

1
0
0
1

DES Identification by means of Finite Automata :
Problem Statement
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Principle of the parametric identification algorithm

Illustrative example: a DES with 2 Inputs and 1 output 

Two observed sequences of I/O vectors:

𝜎𝜎1 =
0
0
0

,
0
1
0

,
1
1
1

,
0
1
1

,
0
0
1

,
0
0
0

𝜎𝜎2 =
0
0
0

,
0
1
1

,
0
1
0

,
1
1
1

,
0
1
1

,
0
0
0

,
1
1
1

,
0
0
0

• Arbitrary choice of the parameter k = 2.

Basically, the identification algorithm allows building a FA from an observed 
language of length k (parameter of the algorithm) 

DES 𝒊𝒊𝟏𝟏 , 𝒊𝒊𝟐𝟐 ,𝒐𝒐𝟏𝟏
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Principle of the parametric identification algorithm

• By associating a symbol of the alphabet to each value of the I/O vector:

0
0
0
 A    

0
1
0
 B   

1
1
1
 C   

0
1
1
 D   

0
0
1
 E

• The two observed sequences:

𝜎𝜎1 =
0
0
0

,
0
1
0

,
1
1
1

,
0
1
1

,
0
0
1

,
0
0
0

𝜎𝜎2 =
0
0
0

,
0
1
1

,
0
1
0

,
1
1
1

,
0
1
1

,
0
0
0

,
1
1
1

,
0
0
0

• May be rewritten:

𝜎𝜎1 = (A, B, C, D, E, A)

𝜎𝜎2 = (A, D, B, C, D, A, C, A)
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Principle of the parametric identification algorithm

• The choice of k=2, allows to rewrite the two observed sequences of I/O 
vectors σ1 and σ2 …..

𝜎𝜎1 = (A, B, C, D, E, A)

𝜎𝜎2 = (A, D, B, C, D, A, C, A)

….. as sequences of words of length 2:

𝜎𝜎12 = (AB, BC, CD, DE, EA)

𝜎𝜎22 = (AD, DB, BC, CD, DA, AC, CA)
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Principle of the parametric identification algorithm

• Step by step, construction of a FA that generates σ1 and σ2

• Starting from these tow sequences of words of length 2:

𝜎𝜎12 = (AB, BC, CD, DE, EA)

𝜎𝜎22 = (AD, DB, BC, CD, DA, AC, CA)
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Principle of the parametric identification algorithm

Rem.: this FA generates all (and only all) the observed words of length 1, 2 and 
3 (1→ k+1), but also words of length > k+1 that have not been observed. For 
example ADBCDE



27

LURPA

Jean-Jacques LESAGE

Experimental Results

Laboratory facility: 30 binary controller I/Os

Efficient parametric identification algorithm (polynomial complexity) 
Heuristics for the choice of the parameter “k”  

Fault detection of DES using an identification approach, S. Klein, L. Litz, J.-J. Lesage, 16th IFAC World 
Congress, paper n°02643, 6 pages, Praha(CZ), July 4-8, 2005
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Model-based diagnosis approaches

Identification for model-based diagnosis (or FDI) purposes

Fault detectionObservation of the
system behavior

Model of the system

Fault isolation

Observation of the
Model behavior
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f : fault to be detected → unobservable 
event

uo : unobservable non-faulty event

{a,b,c} : observable events

Model of the system 
⊃ faults to be 

diagnosed 

Seminal work of Univ. Michigan based on a Diagnoser (1996)

Diagnoser

(state estimator)
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f is not diagnosable

Theorem: A fault  is (n-)diagnosable if it can be detected with certainty within a 
finite number of (n) observable events after its occurrence.

 Condition for diagnosability: no indeterminate cycles in the diagnoser for all 
fault types

Seminal work of Univ. Michigan based on a Diagnoser (1996)
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f : fault to be detected → unobservable 
event

uo : unobservable non-faulty event

{a,b,c} : observable events

Model of the system 
⊃ faults to be 

diagnosed 

Seminal work of Univ. Michigan based on a Diagnoser (1996)

Diagnoser

(state estimator)

Admitted limitations of the diagnoser approach:

• Problem of complexity: for n components, m states 
and f faults, Diagnoser has SD = 2mn x 2f states

• limitation and choice of the modeled faults
• …..

… But for us the main difficulty is model building because
the model of the system must include post-fault behavior

• very difficult (often impossible for complex systems)

• expensive and error prone
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f : fault to be detected → unobservable 
event

uo : unobservable non-faulty event

{a,b,c} : observable events

Model of the system 
⊃ faults to be 

diagnosed 

Seminal work of Univ. Michigan based on a Diagnoser (1996)

Diagnoser

(state estimator)

Admitted limitations of the diagnoser approach:

• Problem of complexity: for n components, m states 
and f faults, Diagnoser has SD = 2mn x 2f states

• limitation and choice of the modeled faults
• …..

… But for us the main difficulty is model building because
the model of the system must include post-fault behavior

• very difficult (often impossible for complex systems)

• expensive and error prone

 Choice to propose a Diagnosis approach based
on a fault free model obtained by Identification
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Diagnosis based on a fault-free identified model

Identification for model-based diagnosis (or FDI) purposes

Fault detectionObservation of the
system behavior

Fault-free model 

Fault isolation

Observation of the
Model behavior

Accuracy of the fault detection directly rely to the

accuracy of the identified model
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2. DES modeling

3. Behavioral Identification of DES

4. Application to Fault Diagnosis of DES
4.1 Fault detection
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n
OrigL

n
OrigL : original fault-free language

Accuracy of the identified model
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Fault

Fault free

n
OrigL : original fault-free language

n
OrigL

Accuracy of the identified model
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n
ObsL

n
OrigL
n
ObsL : observed language

: original fault-free language
n
OrigL

Accuracy of the identified model
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n
ObsL

n
IdentL n

OrigL
n
ObsL : observed language
n
IdentL : identified language

: original fault-free language
n
OrigL

Accuracy of the identified model
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n
ObsL

n
IdentL

n
ExcL

n
OrigL
n
ObsL : observed language
n
IdentL : identified language
n
ExcL : exceeding language

(undetectable faults)

: original fault-free language
n
OrigL

Undetectable Faults

Accuracy of the identified model
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n
ObsL

n
ExcLn

NRL

n
IdentL n

OrigL
n
ObsL : observed language
n
IdentL : identified language
n
ExcL : exceeding language

(undetectable faults)
n
NRL : non-reproducible lang.

(false alerts)

: original fault-free language
n
OrigL

False alerts Undetectable Faults

Accuracy of the identified model
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n
ObsL

n
ExcLn

NRL

n
IdentL n

OrigL
n
ObsL : observed language
n
IdentL : identified language
n
ExcL : exceeding language

(undetectable faults)
n
NRL : non-reproducible lang.

(false alerts)

: original fault-free language
n
OrigL

False alerts Undetectable Faults

Accuracy of the identified model

The goal is to tend towards an equivalence between the original (never 
known) language and the identified language 
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n
ObsL

n
ExcLn

NRL

n
IdentL n

OrigL
n
ObsL : observed language
n
IdentL : identified language
n
ExcL : exceeding language

(undetectable faults)
n
NRL : non-reproducible lang.

(false alerts)

: original fault-free language
n
OrigL

The goal is to tend towards an equivalence between the original (never 
known) language and the identified language 

False alerts

Theorem 1: k+1 completeness:                    1 1k k
Ident ObsL L+ += 1 {}k

ExcL + =

Undetectable Faults

Accuracy of the identified model
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n
ObsL

n
ExcLn

NRL

n
IdentL n

OrigL
n
ObsL : observed language
n
IdentL : identified language
n
ExcL : exceeding language

(undetectable faults)
n
NRL : non-reproducible lang.

(false alerts)

: original fault-free language
n
OrigL

False alerts Undetectable Faults

n k n k
Ident OrigL L+ +⊇1 1k k

Orig ObsL L+ +=Theorem 2: if ∃ k s.t. then  {}n k
NRL + =

The problem of false alerts
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n
ObsL

n
ExcLn

NRL

n
IdentL n

OrigL
n
ObsL : observed language
n
IdentL : identified language
n
ExcL : exceeding language

(undetectable faults)
n
NRL : non-reproducible lang.

(false alerts)

: original fault-free language
n
OrigL

False alerts Undetectable Faults

n k n k
Ident OrigL L+ +⊇1 1k k

Orig ObsL L+ +=Theorem 2: if then  {}n k
NRL + =

The problem of false alerts

Theorem 1: k+1 completeness:                    1 1k k
Ident ObsL L+ += 1 {}k

ExcL + =

M. Roth, S. Schneider, J.-J. Lesage, L. Litz, Fault detection and isolation in manufacturing systems with an 
identified discrete event model, Int. Journal of Systems Science, 43(10), pp. 1826-1841, October 2012
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Practical use of the theorems
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System evolutions

Laboratory facility: 30 binary controller I/Os
Scenario 1: handling of two work pieces
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Laboratory facility: 30 binary controller I/Os
Scenario 2: handling of three work pieces
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Laboratory facility: 30 binary controller I/Os
Scenario 2: handling of three work pieces
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Poor Convergence

 Impossible to choose k such that sssssssss

 Impossible to identify a monolithic automaton
with

 Huge number of false alarm when                occur

1 1k k
Orig ObsL L+ +=

{}n k
NRL + =

n k
NRw L +∈

Practical use of the theorems
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Distributed Identification → automatic system partitioning

, , 1
1 , ,

2

1( ) ( (| | | |))
i i

i

p
n h n h

Obs sys Obs sys
sys tsys

J y t W W
N

−

∀ =

= −∑∑

 In large systems: impossible to evaluate each partitioning solution by hand

 Solve combinatorial problem  solve optimization problem

 Objective criterion : language Growth

M. Roth, J.-J. Lesage, L. Litz, Distributed identification of concurrent discrete event systems for fault detection 
purposes, Europ. Control Conf. (ECC’09), Budapest-Hungary, pp. 2590-2595, 2009

S. Schneider, L. Litz, Automatic Partitioning of DES Models for Distributed Fault Diagnosis Purposes, 12th IFAC 
- IEEE Int. Workshop on Discrete Event Systems, Cachan - France, pp. 21-26, May 14-16, 2014
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Distributed Identification: experimental results

Lifter

Pusher

Chute

Sensors

InPress OutPress
Storage

Transport
PreGripper PostGripper
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Diagnosis based on a fault-free identified model

Identification for model-based diagnosis (or FDI) purposes

Fault detectionObservation of the
system behavior

Fault-free model 

Fault isolation

Observation of the
Model behavior
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2. DES modeling

3. Behavioral Identification of DES

4. Application to Fault Diagnosis of DES
4.1 Fault detection
4.2 Fault isolation
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Fault Isolation by means of residuals

Fault isolation in continuous systems theory: residuals

“A residual is a fault indicator, based on a deviation between 
measurements and model-based computation.” [Isermann, et al.,1997]: 

Model-based 
computation

Measurements
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4
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Comparison of
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via set operations

 Residuals
as generic 

fault symptoms
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Observed but not expected I/O behavior
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{
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=
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expected but not observed I/O behavior

Fault Isolation by means of residuals

M. Roth, J.-J. Lesage, L. Litz, The concept of residuals for fault localization in discrete event systems, Control 
Engineering Practice, 19(9), pp. 978-988, September 2011

Risk of deadlock
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DES

𝑢𝑢 𝑗𝑗 =

𝑖𝑖𝑜𝑜1(𝑗𝑗)
𝑖𝑖𝑜𝑜2(𝑗𝑗)
𝑖𝑖𝑜𝑜3(𝑗𝑗)
⋮

𝛿𝛿 𝑗𝑗

Observed timed language

Original timed language
(unknown)

Controller 
output
signals

Controller 
input

signals

…

𝐴𝐴 𝐸𝐸 𝐵𝐵 𝐶𝐶

Δ𝑂𝑂𝑂𝑂𝑂𝑂𝐴𝐴 = ⊥, 74, … , Δ𝑂𝑂𝑂𝑂𝑂𝑂𝐸𝐸 = 80, … , …

Δ𝑂𝑂𝑂𝑂𝑂𝑂𝐴𝐴𝐸𝐸 = ⊥, … , 80, … , …

Observed time spans

𝐿𝐿𝑂𝑂𝑂𝑂𝑂𝑂𝑛𝑛 = �
𝑞𝑞=1

𝑛𝑛

𝑊𝑊𝑂𝑂𝑂𝑂𝑂𝑂
𝑞𝑞Observed logical language 

𝑗𝑗
⊥ 81 19 134

0
0
0
⋮

0
1
1
⋮

0
1
0
⋮

1
1
0
⋮

1 2 3 4

70

5

0
0
0
⋮

𝑗𝑗
⊥ 76 16 152

0
0
0
⋮

0
1
1
⋮

0
1
0
⋮

1
1
0
⋮

1 2 3 4

69

5

0
0
0
⋮

𝑗𝑗
⊥ 80 22 134

0
0
0
⋮

0
1
1
⋮

0
1
0
⋮

1
1
0
⋮

1 2 3 4

74

5

0
0
0
⋮

𝐴𝐴

Identification of Timed Distributed Models

⊥: undefined
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Identification of Timed Distributed Models

Model: Timed Autonomous Automaton with Output (TAAO)

𝑇𝑇𝐴𝐴𝐴𝐴𝑇𝑇 = 𝑋𝑋, 𝑥𝑥0, 𝑐𝑐,𝑇𝑇𝑇𝑇,𝑇𝑇𝑇𝑇,Ω, 𝜆𝜆

Time behavior

𝑋𝑋:
𝑥𝑥0:
𝑐𝑐:
𝑇𝑇𝑇𝑇:
𝑇𝑇𝑇𝑇:
𝛺𝛺:
𝜆𝜆:

States
Initial state
Clock
Timed transitions
Time guards
Outputs
Output function

S. Schneider, L. Litz, J.-J. Lesage, Determination of Timed Transitions in Identified Discrete-Event Models for 
Fault Detection, 51st IEEE Annual Conference on Decision and Control (CDC’12), pp. 5816-5821, Grand 
Wailea, Maui, HI (USA), December 2012

Theorem 1: k+1 completeness:                    1 1k k
Ident ObsL L+ += 1 {}k

ExcL + =

n k n k
Ident OrigL L+ +⊇1 1k k

Orig ObsL L+ +=Theorem 2: if then  {}n k
NRL + =
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Fault Detection and Isolation

𝑥𝑥0 𝑥𝑥1 𝑥𝑥2

𝑥𝑥5

0,80 78,113

51,62
0
0
1

1
0
1

0
1
1

0
0
0

𝑥𝑥3
0
0
1

16,64

0
0
1

,
1
0
1

,
0
1
1

,
0
0
1

, …

𝑐𝑐(𝑗𝑗)⊥ 50 61104

Fault-free

𝑥𝑥4
1
0
1

122,158

Fault detection remains based on consistency testing

7,34

FDI by timed residual. Two kinds of deviations between system and model:

• Logical deviation (classical residual)

• Time deviation (an event occurs too late or too early)
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Fault Detection and Isolation

Fault isolation by timed residuals: Fault candidates 𝑖𝑖𝑜𝑜1 and 𝑖𝑖𝑜𝑜3 behaved 
late!

𝐹𝐹

Fault detected! 

Faulty

𝑥𝑥0 𝑥𝑥1 𝑥𝑥2

𝑥𝑥5

0,80 78,113

51,62
0
0
1

1
0
1

0
1
1

𝑥𝑥3
0
0
1

16,64

𝑥𝑥4
1
0
1

122,15851,62
0
0
1

,
1
0
1

,
0
0
0

, …

𝑐𝑐(𝑗𝑗)⊥ 78 8080 0
0
0

7,34

Fault isolation
with DES residuals

Unexpected and missed 
behavior

Deadlock, early and 
late behavior

timed

logical
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Summarizing …..

Monolitic Identif.

+

Metrics of accuracy

[S. Schneider, 2015]

Timed Identif.

+

Timed FDI

[S. Klein, 2005]

[M. Roth, 2010]

Distribut. Identif

+ FDI

Fault detection
Fault isolation

Model output

System output

Model of the system
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Identification of DES for  FDI purposes … the continuation

Stay of Marcos Moreira in 2017-2018 for 
one sabbatical year in ENS Paris-Saclay.

• New class of FA for identification (Deterministic 
Automaton with Outputs and Conditional 
Transitions - DAOCT)  huge reduction of the 
exceeding language (2018)

• Inclusion of time (Timed Automaton with Outputs 
and Conditional Transitions – TAOCT) (2019)

• A hierarchical approach for discrete-event model identification incorporating 
expert knowledge (2020)
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Identification of DES for  FDI purposes … the continuation

Stay of Marcos Moreira in 2017-2018 for 
one sabbatical year in ENS Paris-Saclay.

• New class of FA for identification (Deterministic 
Automaton with Outputs and Conditional 
Transitions - DAOCT)  huge reduction of the 
exceeding language (2018)

• Inclusion of time (Timed Automaton with Outputs 
and Conditional Transitions – TAOCT) (2019)

• A hierarchical approach for discrete-event model identification incorporating 
expert knowledge (2020)

M. V. Moreira, J.-J. Lesage, Enhanced discrete event model for system identification with the aim of 
fault detection, 14th Workshop on Discrete Event Systems, (WODES’18), pp. 172-178, Sorrento 
(Italy), 30 May-1 June 2018

M. V. Moreira, J.-J. Lesage, Discrete event system identification with the aim of fault detection, 
Discrete Event Dynamic Systems, 29(2), pp. 191-209, 2019

M. V. Moreira, J.-J. Lesage, Fault diagnosis based on identified discrete-event models, Control 
Engineering Practice, vol.91, 104101, 2019

R. De Souza, M. V. Moreira, J.-J. Lesage, A hierarchical approach for discrete-event model 
identification incorporating expert knowledge, 15th IFAC-IEEE Workshop on Discrete Event 
Systems, (WODES’20), pp. 275-281, Rio de Janeiro (Brazil), 11-13 November 2020

R. De Souza, M. Vicente Moreira, J.-J. Lesage, A timed model for discrete event system 
identification and fault detection, 21st IFAC World Congress, Berlin (Germany), 12-17 July 2020

R. P.C. de Souza, M. V. Moreira, J.-J. Lesage, Fault detection of discrete-event systems based on 
an identified timed model, Control Engineering Practice, vol. 105, 104638, 2020
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Identification of DES by means of Petri nets

Some papers in journals

A.-P. Estrada-Vargas, J.-J. Lesage, E. Lopez-Mellado, Input-output identification of controlled discrete 
manufacturing systems, Int. Journal of Systems Science, 45(3), pp. 456-471, March 2014

A.-P. Estrada-Vargas, J.-J. Lesage, E. Lopez-Mellado, A Stepwise Method for Identification of Controlled Discrete 
Manufacturing Systems, International Journal of Computer Integrated Manufacturing, 28(2), pp. 187-199, Nov. 
2014

A.-P. Estrada-Vargas, J.-J. Lesage, E. Lopez-Mellado, A Stepwise Method for Identification of Controlled Discrete 
Manufacturing Systems, International Journal of Computer Integrated Manufacturing, 28(2), pp. 187-199, 2015

A.-P. Estrada-Vargas, J.-J. Lesage, E. Lopez-Mellado, A Black-box Identification Method for Automated Discrete 
Event Systems, IEEE Trans. on Automation Science and Engineering, 14(3), pp. 1321-1336, 2017

T. Tapia-Flores, E. Lopez-Mellado, A.-P. Estrada-Vargas, J.-J. Lesage, Discovering Petri Net Models of Discrete 
Event Processes by Computing T-invariants, IEEE Trans. on Automation Science and Engineering, 15(3), pp. 992-
1003, 2018

J. Saives, G. Faraut, J.-J. Lesage, Automated Partitioning of Concurrent Discrete Event Systems for Distributed 
Behavioural Identification, IEEE Trans. on Automation Science and Engineering, 15(2), pp. 832-841, 2018

F. Basile, G. Faraut, L. Ferrara, J.-J. Lesage, An optimization-based approach to discover the unobservable 
behavior of a Discrete Event System through Interpreted Petri Nets, IEEE Trans. on Automation Science and 
Engineering, 17(2), pp. 784-798, 2020
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R1

R2

a_1
b_0 

c_1

R3

c_0 

R4 R5

b_1 • d b_1 • e
a_0

d_1

R0

d_0 e_0

1t 5t

2t 6t

−A

4t

B C

3t

+A

7t

Identification of Discrete Event Systems
Application to Fault Diagnosis

Thank you for listening
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